YBEOOMIJIEHUE 3A NOBEPUTEJNIHOCT
OTHOCHO CUTHANTU3UPAHE 3A HAPYLUEHWUA MO BbTPELWLEH KAHAT

Hve ot ,,CAMEKC" EOOA (,OpyxecTBOoTO, ,HME", ,Hac“) obpblluamMe CEpPMO3HO BHMMaHue Ha
nunyHaTa HeNPUKOCHOBEHOCT Ha pn3nYecknTe nuua, KoMTo ca 6unu, B MOMeHTa ca, Unu npeacrou aa
CTaHaT 4acT OT Halmsa nepcoHan (GMBLUM M HACTOSLM CIYXUTENN, CTaXaHTn, KaHauaaTh 3a pabora)
UNKU ca Halm JOCTaBYMUM Ha NPOAYKTM M YCNyrn, Wnu npeacraBnsaBalin n/unu pabortewm 3a Hawm
dbunpmmn-gocTaByMLM UNN NOAaBaT CUrHan 3a HapyLUeHne, CTaHano MM M3BECTHO B paboTeH KOHTEKCT
(,Bune“, ,Bac").

Monsa 3anosHainTe ce ¢ HacToAWOTO YBeaomneHne, 3a aa pa36epeTe KakK 1 3allo JIn4YHWN OaHHWU ce
O6p860TBaT BbB BPb3Ka C (byHKU,VIOHI/IpaHeTO Ha Halln4g BbTpelleH KaHall 3a nogaBaHe Ha CUrHanum
OTHOCHO HapyLUEeHNA.

KAKBU CA LEJIUTE HA OBPABOTBAHE HA JTIM4YHU OAHHU

JInyHn gaHHKM ce O6pa6OTBaT 3a uernunTte Ha npoBepka Ha 1 BAaMMaHeTo Ha MEPKK NO NoaageHun CUurHanum
3a TBbpAEeHN HapyLlleHUdA, N3BbpLUEeHN OT Jihua OT nepcoHarna Ha D,py)l(eCTBOTO.

HapyweHusita, npegMeT Ha nogaBaHuW curHanu, morat ga O6baaT HapyweHue Ha 6brnrapckoTo
3aKOHOAATENCTBO W/MNM Ha 3akoHogaTencTBoTO Ha EBponenckusa cbto3 B obnactta Ha: (a)
Ge3onacHOCTTa M CbOTBETCTBMETO Ha NpoaykKTuTe, Ges3onacHOCTTa Ha XpaHWTe W 3awutaTta Ha
notpebutenute; (6) 3awmrTaTa Ha NUYHUTE OAHHW N HENPUKOCHOBEHOCTTA Ha NUYHWUS XXMBOT; (B)
CUIYPHOCTTA Ha MPEXMUTE U MHPOPMALMOHHUTE CUCTEMU; (I) HAPYLLEHWS!, CBbP3aHN C TPAHCTPaHUYHM
OaHDBbYHM CXEMU 1 opyrn. ,HapylwieHne® e n HapyLleHne Ha 6bNrapckoTo 3aKoHO4AaTENCTBO B o6nacTra
Ha: (a) TpymoBuTe OTHoweHna (Mexay Bac mn [pyxecTBoTO); (€) npaBunara 3a 3annawaHe Ha
ABbIKMMKN NYBNNYHM ObpXXaBHU N OBLLMHCKN B3EMaHNS; KaKTO U (3K) NpecTbnneHne ot obLy xapakTep.

B onpepnenexu cnyyan Moxe ga ce Hanoxu ga obpaboteame Baluv faHHU 1 BbB Bpb3ka C NpaBHU
CropoBe, Taka KaKTo € NocoYeHo B pasaen Kosko epeme cbxpaHsgame fudHUme Bu daHHU, KakTo u
3a Lienu, NocoYeHn Ha Apyr1 MecTa B ToBa YBEAOMIIEHME.

Huve we Bn yBegomum, B criyyan, 4ye Guxme xenanu unv ce Hanara ga usnonssame Bawunte nuyxm
OaHHU 3a LUenu 1 no HauuH, 3Ha4YMTENHO pasnnyaBallm ce oT ToBa, 3a KOeTo cMme Bu nHdopmmpanu n
npu HeobxoAMMOCT LLe NoTbpcuMM BalueTo cbrnacue.

HA KAKBU OCHOBAHWUA OBPABOTBAME JINYHU OAHHU

B kOHTeKcTa Ha PYHKLUMOHMPAHETO Ha HalLMSA BbTPELUEH KaHan 3a nojaBaHe Ha CUrHanu OTHOCHO
HapylleHust Hue obpaboTBaMe NUYHU OaHHW B M3NbIIHEHME HA HalWM 3adbiHKeHWs No 3akoHa 3a
3aluMTa Ha nuuara, nogasally curHanu unv nyenmnyHo onoeecTsABalLM MHAOPMaLMS 38 HapyLUEHUS.

KAKBU NNYHU OAHHU OBPABOTBAME U OT KbAE N'M CbBUPAME

Hue obpaboTBame camo TakmBa NUYHM AaHHU, KOUTO Ca CTPUKTHO HEOOXOAMMM 3a ropenocovYeHuTe
uenmu.

[aHHUTe nonyyaBame OT NogadeHW CUrHaNM No BbTPELUHMSA KaHan Ha [pyxecTBoTo. B yacTHoCT, Hue
MOXe Aa NoslyyuMMm TakumBa [aHHM, 3awoTo Bue HM rm gaBaTte (kaTo nogaBaTte CurHan) unm 3awoTo
APy CUrHanMampaLum nuua oT Halus NepCcoHan MUy HaliyM JOCTaBYMLM U KOHTPareHTn unn apyru
TpeTn nuua HU rm gaeat (Hanp. ako Bue durypupate B curHan kato nNoTeHunaneH HapyLwmTen unm
ceugeten).
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B npoueca Ha npoBepka Ha 1 B3eMaHe Ha MepKu Mo cUrHana Hie moxe aa obpaboTsame criegHuTe
BUOOBE NUYHU OAHHMU:

o UMeHa, ONbXHOCT/No3nuna, TenedoHeH HOMeEpP, UMEN agpec U Apyrn AaHHW 3@ KOHTAKT C Bac
(Hanpumep agpec) Ha CUrHanNU3npaLlo nuue;

. MMeHa, ANMbXHOCT/NO3ULMA U OaHHM 3a KOHTAKT Ha nuua, NocoYeHn B NoAadeH CUrHar;
. MMeHa, ONMbXXHOCT/MO3NUMSA U AaHHW 3a KOHTaKT Ha nuua, NpoBepsiBally cUrHana;

. NUYHU JaHHM BbB Bpb3Ka C 06CTOSATENICTBA, KOMTO ca NPeAMET Ha curHana v Takvmea, CbopaHm
npv HerosaTa NpoBepkKa;

. NMYHM JaHHM BbB BPb3Ka C NpearnpueT Mepku no curHana.
KOW LLIE UMA 0OCTbIN 4O BALUUTE NUYHU DAHHU

Nwynute paHHKM, cbbpaHu BbB Bpb3Ka C MOMYYeH CUrHan 3a HapylweHue (M ocobeHo AaHHM 3a
CaMOJIMYHOCTTA Ha IMUeTO, nogano curHana) ce obpaboTrBar npu ycrnoBusATa Ha MbilHA
KOH(PMAEHUMAMHOCT, KaKTO Ce M3nckBa OT 3akoHa 3a 3awuTa Ha nvuaTta, nogasally CUrHanm unm
nybnuyHo onoBecTaBaWM WHGPOPMAUMA 3a HapyweHus. Te3nm nunyHM JaHHu we Obaart Ha
pasnosnoXeHne Ha onpegeneHute oT [pyXecTBOTO nuua, KOUTO Lie npoBepsiBaT curHana
(BKMOUNTENHO CryXMTenu Ha [pyXecTBOTO U NPOdECUOHANHN KOHCYNTaHTW, ako TakuBa Obaat
aHraxupaHu). Te3an nuua ca cneuynanHo OOy4YeHM W HasiCHO CbC 3agb/DKEHMETO CU  3a
KOH(PMAEHUMNANMHOCT OTHOCHO BCUYKWM aCMeKTU Ha NpoBepkaTa.

Hwve cu 3anasBame npaBoTO Aa pa3kpnem Bawum nn4HM gaHHM KoraTo ToBa Ce M3MCKBa OT 3aKoHa Unun
KOrato BdpBamMe, Y€ TakKOBa pa3KkpumBaHe e HeobXoAMMO 3a 3alumMTa Ha HawuTe npasa uw/vnn 3a
cna3BaHe Ha nCkaHe OT Haa30pHa UHCTUTYyUuAa Unun gpyr agaMMHNUCTpPaTuBEH U cbaebeH opraH.

NPEOABAHE HA NIN4YHU OAHHU U3BBbH BBJITAPUA
Hue Hama aa npenasame Balunte nuyHM AaHHW Ha nvua M3BbH Bbnrapusa.
KOJIKO BPEME CbXPAHABAME JINYHUTE BU OJAHHU

JInyHn gaHHK, KouTo ca npeaMeT Ha CUrHan, KONTO ce yCTaHOBU, YEe € HeoCHOoBaTesneH, no npunHuun
ce n3tpueart He3abaBHO. Ako B curHana ce CbAbpXKaT NMMNYHN OaHHU, KOUTO HE Ca HYXXHU 3a HeroBarta
npoBepKa, Takmea NMMYHN AaHHU CbLLO Ce U3TpmBat He3abaBHO.

MPUHLUMNHO, HNe CbXpaHsiBame BalwuTte nWYHWM OaHHM TONKOBa AbMTO, KOMKOTO € Heobxogumo 3a
LienuTe Ha NpoBepKa Ha cUrHana unu, ako e NPUNoXMMO, 3a HanaraHe Ha caHKLMK Unn cbobpassiBaHe
C HOpPMaTMBHO M3WCKBaHe. Haw nermTumeH MHTepec e aa 3anasvm onpefeneHa Bawa nepcoHanHa
MHcpopMaLms [0 M3TUYaHE Ha JABHOCTHUS CPOK 3a NpeasiBaBaHe Ha npeTeHuun (5 rognHn). Hue Hama
[a V3TpUeMm Unm aHoHMMusupame Balum nuyHM gaHHM, ako Te ca HeoOGXoAMMM 3a BUCSLLO CbaeGHO
UM adMUHUCTPaTMBHO NPOU3BOACTBO MW MPOM3BOACTBO MO pasrnexaaHe Ha Bawa xanba npea Hac;
B TakMBa crydaum nuyHute BuW JaHHM LWe ce cbXxpaHaBaT [0 OKOH4YaTeNIHO MNPUKMYBaHe Ha
CbOTBETHUTE Mpou3BoacTBa. Ako obcTosTencTeata Nno curHana ca OT TakbB XapakTep, Ye Hsama
pa3yMHM OCHOBaHMsSI [a Ce oOyakBaT 3aBexaaHe Ha npeTeHuMn u obpasyBaHe Ha MpaBHU
NMPOV3BOACTBA, NNYHMTE BWM [aHHM MO TakbB CUrHan Lie Ce CbXxpaHsBaT 4O ABa Meceua OT
NPUKMOYBaHe Ha NpoBepkaTa No curHana.

KOJKO 3ALLUTEHU CA NINYHUTE BN OAHHU

Hwne Bucoko ueHum BawaTa nuyHa HEeMNnpMKOCHOBEHOCT N ce OTHacAMe MHOIro CeEpMo3HO KbM MEpPKUTe
3a CUT'YPHOCT Ha NnN4HUTE AaHHU, KOUTO CMe c1>6panw N CbXpaHABaMe.
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Hue nanonssame MHOXeCTBO (P3MYECKU, ENEKTPOHHU 1 OPraHN3aunoHHM MepPKU, NOAXOASALN C ornes
Ha YyBCTBUTENHOCTTA Ha MHpopMaLmsaTa, KOATO nogabpxame, 3a Aa 3awmTtum nuyHute Bu gaHHn ot
Heno3BOfeH OO0CTbM, W3MNon3BaHe WNU paskpuBaHe. Hanpumep Hue koguMpame KOMyHuKauuuTe
nocpeactsom SSL, kogupame wHopmauusTa npu CbXxpaHeHwe, M3nor3Bame naponu, mMmame
3awmTHU cTenn (firewalls) n aHTUBMpPYCHU Nporpamu n apyru. MNpuenu cme NonNuUTUKA U npoueaypu 1
cMme onpegenvnu JabXHOCTHO nNuue No 3almnta Ha JaHHUTE.

Camo nuua, M3PUYHO onpeaerieHn 3a npoBepKa Ha nosfyyvYeH CurHan, Kakto U Ha nocnensail etan un
yl'lpaBVITeJ'IFIT Ha ,upy)KeCTBOTO, e nMat aoCctbn A0 JINYHUTE OaHHWU, CbAbpXKalln ce B CUrHana. Ha
BCAKO TaKoBa nuue ce npenocrtaBsda nHamsmuayarHa napona ga goctbon o CUrdana.

B'bl'lpeKVI 4Ye mnanon3esame nogxoadln Mepku 3a CUrypHoCT cnen Kato cMe nonydunu Balln Jin4Hu
OaHHW, NpefjaBaHeTO Ha AaHHU — ocobeHo no MHTEePHET (BKJ'II'O‘-II/ITGJ'IHO ypea3 efiekKTpoHHa I'IOLLl,a) -
HUKOra He € HanbJTHO CUTYPHO. Hwe nonarame ycunua oa 3alutmm BalumnTe AaHHWU, HO HEe MOXKeM [a
rapaHTupame CUrypHoCTTa Ha gaHHW, KOUTO HK Ce nanpawiat uin KOMTo H1Me nanpatllame.

KAKBU NMPABA UMATE

CbrnacHo PernameHTa n octaHanoTto NpPUNoOXmMMo 3akoHOAAaTesICTBO 3a JINYHUTE OaHHU Bue nmate
crneaHuUTe npaBa.

o MpaBo Ha docmbn 40 NMYHUTE AaHHKU, CBbP3aHu ¢ Bac;

o MNpaBo Oa eb3pa3ume cpewy obpabomeaHemo Ha nuyHuTe Bu gaHHW, korato Hue ce
no3oBaBaMe Ha Hall NermMTUMeH NHTEpPEC;

o lMpaBoTO fa nouckate Kopua2upaHe Ha HETOYHUTE NUYHUTE AaHHW, CBbp3aHu ¢ Bac;

° lMpaBoTO Aa nouckate usmpueaHe Ha NNYHUTE AaHHW, CBBbP3aHu ¢ Bac (,npasomo da 6v0ew
3abpaseH”);

o MNpaBo Aa nouckate oepaHuYyasaHe Ha obpabomeaHemo Ha NUYHUTE AaHHK, CBbp3aHu ¢ Bac;

o lMpaBoTO fa mony4Yume NUYHUTE LaHHWU, KOUTO CTe HM NPEAOCTaBUIIM U KOMTO BM 3acarart, 1 aa

MM u3rnosi3eame OMHOBO0 KAaTO M MNPEXBLPMMTE HaA Apyr agaMUHUCTpaTop (,1paso Ha
rnpeHocumocm®);

o NMpaBo da modademe xanba no Komucusma 3a 3awuma Ha fudHume OaHHU, C agpec rp.
Codums, n. kog 1592, 6yn. ,LiseTaH Jlazapos® Ne 2. MoxeTe Aa noTbpcuTe 3awmTta Ha Bawute
npasa u no cbaebeH pea.

MoHsikora onpegeneHn Bawwn npaBa moraT ga Bb3HMKHAT M ga ObAaT ynpaxHeHu camo npu
onpegeneHn ocHoBaHMA 3a obpaboTeaHe Ha Nu4HUTE Bu aaHHK; opyrn Bawwun npasa TbpnaT U3BECTHU
OrpaHMYEHNsa 1N U3KMAKYEHMSA MO curaTa Ha 3aKOHOAATENCTBOTO. Taka Hanpumep ynpaxHsiBaHe Ha
npaeomo Ha docmbn Ao 1u4HUMe Bu daHHU He criefBa fa Bnusie HebnaronpuaTHO BbpXy NpaBaTa
unu ceoboguTe Ha ApyrM nuua, BKIYMTENHO BbPXy OMa3BaHETO Ha TbproBckaTta TanHa wnn
WHTenekTyanHata cobCcTBeHOCT. B crnyyan 4e npeueHuM, Ye MMma OCHOBaHWe da ce odakBa nogobHo
oTpULaTENHO Bb3OENCTBUE, MOXEM MOTMBUPAHO A OrpaHNYMM 4YacT OT MHOpMaLMSTa, KOATO e
Bu npegoctaBum. Bue moxeTe ga novckaTe usmpueaHe Ha Bawu nu4yHu 0aHHU B NpeaBUOEHUTE B
PernameHTta cnyyan (Hanpumep ako BawuTe gaHHW He ca HM noBede Heobxoaumu 3a uenuTe, 3a
KOUTO CMe 'm cbbpanu nnn Hue rm obpaboTBame B HapyLLEHME Ha NPUIIOXKUMOTO 3aKOHOL4ATENCTBO),
KaTo HME MOXEM [a OTKakem Ja y4oBMeTBOPMM NpaBoTo Bu, ako Hanpumep OaHHUTE Ca HU HYXXHM
BbB Bpb3Ka C NpaBHa NpeTeHumMs unu 3a ga cnasum Hallun Opyry NpaBHU 3a4bIiKeHns.

KAK A CE CBBPXETE C HAC
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AoMunHucTpaTop Ha nnyHuTe gadHm e ,CAMEKC® EOO[L, EMK 040646885, cbe ceganuiie n agpec Ha
pernctpaums rp. Codma 1407, pawvoH ,J1ozeHen’, yn. ,AtaHac [lykos“ Ne 32.

CAMEKC e onpegenun 3a [ONbXHOCTHO nvue MO 3awmta Ha daHHuTe: AG8OKamcko cbopyxue
,Cmoeega, Yomnanoe u 3Henoncku®, nmenn:. dpo@samex.bg, Ha BHMUMaHMeTO Ha Mwupocnasa
NopaaHoga.

Monsi oTnpaBsiiTe BCUYKN BbNPOCK, KOMEHTApU UNN UCKaHUS BbB BPb3ka C TOBa YBeAOMIeHue 3a
NOBEPUTENHOCT Ha NOCOYEHMTE KOOPAMHATU MO-rope.
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